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SECURITY QUALITY CONTROL

SOC Workflow App

The open-source native Elastic stack SOAR application built to enable collaboration and unleash potential of every analyst on the

SOC and Threat hunting team. Unlock the capabilities for the intelligence-powered real-time cyber defense.
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Logstash

Logstash

Helps SOC analysts and Threat hunters to carry out investigations based on:
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Threat Intelligence data enrichments from Anomali ThreatStream & MISP
Elastic Machine Learning alerts
Saved Searches saved by teammates
Assigned hypothesis tests “this IP looks suspicious, see what you can dig up on that”
Sigma rules hits on logs, just like Yara for files and Snort for IDS
Alerts from SIEM, EDR, IDS arriving at Elastic stack
Raw events arriving at Elastic stack

Alerts generated automatically by ELK playbooks
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Unlimited capabilities & full transparency with open-source Machine Learning

« Complete deployment on Elastic stack with no cloud or new software needed or proprietary code to worry about
« Allows real-time collaboration of multiple analysts on same case

- Every action taken is fully logged and goes back to Elasticsearch database

« Acquired data used for Machine Learning models and feedback system

« Alerts natively supported by X-pack Watcher
- Data fully accessible via Elasticsearch API for integration and playbooks

« Drilldowns in 1-click both to internal data points as well as external systems
- Integration with community-powered Sigma rules, cyber playbooks and incident response actions
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Always up to date on threat intelligence and detection content

- All data is enriched at ingestion with intelligence from

Anomali ThreatStream.

- Integration stack is built using the ThreatStream REST API
and regularly pulls list of latest IOCs to Logstash dictionaries

for the data enrichment during ingestion.

« Continuous detection rules updates from SOC Prime

Threat Detection Marketplace

« Automatic matching for C2 IP, Malware IP, Phishing,

APT, URL, Domain and Hash.
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Under Investigation

IP Flow

Enrichment: Virus Total
Enrichment: URLSCAN.IO
Enrichment: Anomali Threatstream
e Firewall (Office MicroTik)

e Firewall (Palo Alto)

Lookup: CyberChef

Simply one interface for the Blue Team

Enrich cyber observables, pivot to hunting tools and respond to the
incident: all from the same console using native Kibana Ul
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